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he protection of a patient’s personal health information is a key element of practising defensively. This article

I will provide some guidance regarding the steps that optometrists should take in response to a third-party re-

quest for the disclosure of confidential patient information to ensure that there is no breach of patient privacy.

Most optometry regulators have specific privacy-protection requirements for their respective licensees and

members. In addition, federal and provincial privacy legislation sets standards that must be met, with the potential
consequence of legal action should there be a breach.

Failure to properly protect a patient’s confidential information can result in complaints to, and investigations by,
your regulator as well as by the privacy commissioner. Further, it can expose you to civil liability under common law
and privacy legislation. Failure to properly protect a patient’s confidential information has the potential to interrupt
your optometry practice and affect your professional reputation.

PRIVATE INFORMATION AND THE LAW

In Canada, personal health information is almost always considered sensitive personal information that is sub-
ject to privacy laws.! The collection, use and disclosure of personal health information requires the informed con-
sent of the patient and that the information only be collected, used and disclosed for the purposes consented to by
the patient. The requirement for consent is ongoing and if a new use or disclosure becomes necessary, but has not
been consented to, you must obtain consent from the patient for that new use or disclosure, unless there is an excep-
tion or it would be inappropriate to do so.?

Federal and provincial privacy legislation sets parameters for the proper collection, use and disclosure of person-
al health information by private organizations and individuals. The federal statute governing personal information
is the Personal Information Protection and Electronic Documents Act (“PTPEDA”).> Some provinces have privacy leg-
islation and PTPEDA does not apply where provincial legislation is declared “substantially similar”.* In some prov-
inces, legislation governing personal health information has not yet been declared substantially similar to PIPEDA.®
In addition to federal and provincial legislation, a common law right to privacy is now recognized by some Canadian
courts.’ Therefore, ensuring compliance with privacy law may require consultation with legal counsel.

DISCLOSURE TO THIRD PARTIES

The need to disclose personal health information to third parties can arise in a wide variety of circumstances.
A common example is where an optometrist determines the need to refer a patient to another regulated health
professional (for instance, an ophthalmologist), for consultation or further treatment. In this instance, privacy
laws deem that the consent to share information with the healthcare professional for a referral is covered by
implied consent of the patient for the provision of health care, unless the patient has expressly withheld or with-
drawn his or her consent.”
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However, it is not uncommon for requests for disclosure of patient information to third parties to arise outside
of the strict provision of health care. In these circumstances, it is important for you to carefully consider whether
informed consent to disclose the information has been obtained, or is required in the particular circumstances.

Questions for optometrists to consider when determining whether informed consent has been obtained to per-
mit disclosure of personal health information to a third party include:

e Who gave the initial consent to gather the personal health information of the patient?
* Does that individual who originally provided consent still have authority to consent?

e Isthe initial consent still ongoing and did the initial consent provide for disclosure to a third party
in a circumstance such as this?

e What other substitute decision-makers have authority to provide consent?

Satisfying yourself that you have the requisite consent to disclose personal health information to a third party
is not always a straightforward task. The Information and Privacy Commissioner of Ontario’s guidelines provide a
good example of how competing interests can make consent to disclosure a potential minefield for healthcare pro-
fessionals.® To assist, we have outlined some common examples below.

Patient is a minor or has a disability
When the patient is a minor or has a disability, the consent to disclose personal health information may require
the written consent of a parent or legal guardian.’

Imagine that a fourteen-year-old patient comes to you for an optometric assessment, accompanied by her father
who has rights of access under a child custody arrangement with the mother, who has custody of the teen. Prior to
the optometric assessment, the teen was involved with learning support staff at her school, and the father wishes
the optometrist to provide them private information about the assessment. Can the optometrist disclose private
information at the request of the father alone?

The short answer in this circumstance is most often ‘no’. Under privacy law, for minors, the right to consent on
their behalf generally only rests with a substitute decision-maker. Parents with custody of the minor, not those with
mere access rights, generally have the authority necessary to consent to disclosure on behalf of the minor. However,
even minors who have themselves made the decision to consent to treatment can also provide consent to disclose
personal health information to third parties, provided that this consent is informed and expressed.

You receive a court order, summons or subpoena

If the request for disclosure to a third party is required by law (for example, pursuant to a court order), then the
informed consent of the patient is not required under privacy law. Upon receipt of a court order, summons or sub-
poena, you should review the document carefully to determine when you are required to disclose the information
(i.e. if you receive a summons or subpoena, you may only need to bring the pertinent documents with you when you
are required to attend at Court on a specified date). You should also call the individual (most often a lawyer) who
provided the court order, summons or subpoena to discuss the scope of the documentary request.

When such an order is received, a best practice would also be to inform the patient of the court order, summons,
or subpoena prior to making the disclosure.

Requests from a third party with a signed patient authorization

Sometimes, health professionals will receive a third-party disclosure request from a patient’s lawyer or repre-
sentative. Typically, these requests will be accompanied by a signed consent form from the patient. When such a
request is received, best practice is always to contact the patient directly to confirm the patient’s consent and to
discuss the information that will be disclosed pursuant to the request. This will ensure that the patient’s consent
is informed and the patient understands the content of the record prior to it being disclosed. Optometrists should
keep detailed records of these conversations.
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Sometimes a third-party request will include a request for information or confirmation that a certain event, in-
jury, or accident had an effect on the patient’s health status. For example, consider a patient who sustained injuries
in a motor vehicle accident resulting in legal action. An optometrist receives a request from the patient’s lawyer to
provide past exam information including any “proof” establishing that the patient’s eyesight was affected by the
accident.

First, it is important for health professionals to distinguish between a role as a treating health professional and a
role as an expert. In these circumstances, the optometrist may ultimately provide records and factual information
arising from treatment of the patient that will ultimately assist the patient in establishing their claim. However, the
role of the treating professional does not include providing expert opinion. If such a request is received, optom-
etrists should clarify their role with the patient and the lawyer.

Fees for disclosure requests

When a request is made for the disclosure of a patient’s record, optometrists are typically entitled to request a
reasonable fee for providing such records. Optometrists should consult their provincial association’s fee guides,
which usually set standard fees for record-related requests. As a general principle, any fees charged should be rea-
sonable, and best practice is to ensure they are consistent with the suggested fees established by the local provincial
association.

Finally, optometrists must always remember to inform, preferably in writing, the individual providing the in-
formed consent and the third party receiving the information of the purpose for which the information is being
disclosed and any conditions on its disclosure. You should always keep records of the informed consent, the disclo-
sure itself, and the purposes and conditions of the disclosure to the third party. In addition, if the information that
was disclosed changes or is discovered to be incorrect, you may be under an obligation to update the third party of
such changes or corrections and a provision for that scenario should be expressly stated in the patient’s consent to
disclose to the third party."

Informed consent is a baseline requirement for the provision of health care, as well as for the use and disclo-
sure of personal health information. Optometrists who are conscientious of their patient’s privacy rights and their
professional duty to protect privacy will obtain informed consent to disclose information to third parties, and will
systematically document those disclosures in accordance with the standards of the professional regulator. ®

Please note that this commentary is not, nor should it be considered, legal advice and should not be relied upon as
such. Should you have any questions regarding patient/client privacy rights as it relates to your practice, please contact
your provincial association, your provincial regulator and/or consult legal counsel.
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